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Abstract

Mobile technology is rapidly evolving to the point where customers who buy a
phone with a two year contract feel compelled to upgrade before the contract expires.
Yet, mobile phones have not yet experimented with biometrics to any large scale. This
project will integrate biometric technologies with the Android mobile platform. As
smartphones continue to hold more and more personal information, including emails
and other forms of private communication, the demand for security is growing. This
project aims to protect a phone using only biometric security measures.
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1 Introduction

The cell phone industry is rapidly growing.
In recent years there has been a mass shift
from traditional cell phones with twelve key
dual-tone multi-frequency keypads to “smart-
phones” with touchscreen displays. In the
last six years, the United States has been mi-
grating to 3rd generation (3G) cellular net-
works in the form of HSPDA and EVDO,
which both carry a bandwidth potential of
about 2 Mbit/s[4]. In comparison, the av-
erage household internet connection in the
United States is 6.8 Mbit/s according to
SpeedTest.net. This new technology has cre-
ated a large demand for security, especially
on phones capable of full internet and email.
On the Android operating system, the only
available security is called the pattern unlock
seen below.

Figure 1: The pattern unlock consists of con-
necting a preset pattern of dots by dragging
your finger across the screen.

The goal of this project is to allow the
addition of alternative unlocking methods.

2 Background

2.1 Android

On October 21st, 2008, Google and the Open
Handset Alliance released their new open
source mobile phone operating system. The
purpose of Android was to create a flexi-
ble, upgradeable phone which encouraged
develeopment. The first phone to use An-
droid, released alonside with the operating
system, was the HTC Dream, also known in
the US as the T-Mobile G1 and the Android
Developer Phone (ADP). This project has
exclusively used the HTC Dream and HTC
Dream emulator provided by Google.

2.2 CyanogenMod

A user under the name CyanogenMod has
created an immensely popular modified ver-
sion of Android. This version allows for
much easier development for the phone’s inte-
grated features such as the Browser or, in this
case, the lock screen. CyanogenMod is still
based on the Android framework, similar to
how Kubuntu, Xubuntu, and several others
are operating systems based on the Ubuntu
framework. This project will be developed
and run under the CyanogenMod system.

3 Development

3.1 Languages

This project is not as straightforward as al-
gorithmic development, since requires both
modifications to the operating system as well
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as development of an application. The op-
erating system is based on linux, and will
require modifications to files written in C,
Python, Bash, and possibly assembly. The
application will require knowledge of Java.

3.2 Testing

Android provides free virtual devices along
with their Software Development Kit (SDK).
Unfortunately, I am not able to utilize touch
or camera input from that interface so much
of the testing requires a physical Android de-
vice. For this, I will use my HTC Dream.

3.3 Rooting

Android, while open source, does not appear
on phones with full user rights. In other
words, the owner of the phone is not free to
do whatever he wants with the operating sys-
tem, just as only the root account on linux
machines is able to do whatever it pleases.
However, to make modifications of the oper-
ating system, one must “Root”, or gain ac-
cess to, their phone. To do this, the phone’s
operating system was downgraded from ver-
sion RC33 to RC29. Then, a root telnet ses-

sion was opened and the root account was un-
locked. Then, the CyanogenMod ROM was
installed on the phone.

4 Expected Results

If the project is completed successfully, a user
will be able to lock their phone using a vari-
ety of biometric and other input techniques,
guarding against exposure of sensitive infor-
mation.

4.1 Distribution

Upon successful completion of the project,
the application will be distributed to the An-
droid community.

5 Preliminary Results

There are no preliminary results as of this
time.

6 Final Results

There are no final results as of this time.
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